| Use Case 4

Data is securely stored in high trust, where internal users retrieve
official records and process using OFFICIAL EUD.

Client Browser

High Trust

Encryption &
Decryption
Component
Internal ‘
Case
Worker /.- /
N
N
ST
Application
Key g\s? High Assurance 2
% Generation gGateway \\.9,
Component g‘y {,, \V./
A ; N—r/
- High Trust
User Ke
Er;:joelr':'t‘_ﬁnt/ Management Managem\ént
LY Portal Datab.
Services BiElERS

Low Trust
Application

CDHA Fesltures

Data is encrypted for target users and only the
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Data is stored at the High Trust.
users holding the private key will be able to

Single record or part of the record is ek

OFFICIAL.

Each application user will have its own Key Pairs.
Internal case workers needs to access

the data securely on OFFICIAL device. CDHA works on the Zero Trust principal which

means every stage has digital signature verification
for repudiation.

Only data which is classified as
OFFICIAL should be able to travel to
the Low Trust. System only releases OFFICIAL data when
requested from the Low Trust. Everything going to
the High Trust passes through an export control
mechanism to control what gets released to

OFFICIAL.




